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I. Security - Introduction

This document implements a formal, ENTERPRISE wide program intended to protect
Information and data, including Internet and Information Technology systems, resources
and assure their availability to support all ENTERPRISE operations.

All elements of the ENTERPRISE Security Program should be structured to minimize or
prevent damage, which might result from accidental or intentional events, or actions that
might breach the confidentiality of ENTERPRISE records, result in fraud or abuse, or delay
the accomplishment of ENTERPRISE operations.

The objective of the ENTERPRISE Security Program is to achieve an effective and cost
beneficial security posture for the enterprise's Internet and Information Technology systems.
Attainment of this objective requires a balanced combination of problem recognition,
resources and policy to implement an effective program.

The information in this manual:

o Applies to all systems® and must be considered from a total-system perspective
(i.e., the protection of information must be considered from its origination to its final
destruction, to include all processes affecting the information)

0 Should be considered as the minimum standard for all systems and supporting
manual activities

0 Establishes security policies, assigns responsibilities and prescribes procedures for
the development and maintenance of ENTERPRISE wide security

0 Describes the ENTERPRISE security program

o Complies with the intent of prevailing privacy legislation regarding safeguards and
with certain sections of the foreign corrupt practices act

Scope

The scope of this manual is to:

o Provide uniform policy and centralized guidance for dealing with all known and
recognized aspects of security affecting ENTERPRISE and its operations

! This includes manual, Internet and Information technology systems.
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0 Provide realistic guidance to ensure that all sensitive information handled by
ENTERPRISE automated and manual systems is protected commensurate with
the risk of inadvertent or deliberate disclosure, fraud, misappropriation, misuse,
sabotage or espionage

NOTE: For the purposes of this document sensitive information includes, but is
not restricted to, that information which must be safeguarded so as to:

= Prevent damage to ENTERPRISE business operations due to
unauthorized disclosures

= Assure the individual privacy of ENTERPRISE customers and staff
members

»  Protect funds, supplies and materials from theft, fraud, misappropriation
or misuse

* Protect property and rights of contractors, vendors and other
organizations

» Provides for the documented, justified selection of physical, technical
and administrative security controls which are cost-effective, prudent
and operationally efficient

» Provides for the monitoring of the implementation of selected security
controls and procedures

*= Provides for the auditing and reviewing functions necessary to ensure
compliance with stated security requirements

» Protect contract negotiations and other privileged considerations in
dealings with contractors, vendors, correspondents and other
organizations

o0 Protect staff members from unnecessary temptation to misuse ENTERPRISE
resources while fulfilling their normal duties

o0 Protect staff members from suspicion in the event of misuse or abuse by others
o Ensure the integrity and accuracy of all ENTERPRISE information assets

0 Protect ENTERPRISE information processing operations from incidents of
hardware, software or network failure resulting from human carelessness,
intentional abuse or accidental misuse of the system

o Ensure the ability of all ENTERPRISE operations to survive business interruptions
and to function adequately after recovery

o0 Protect management from charges of imprudence in the event of compromise of
any security system or disaster
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XX. What's New

Version 4.0
® New section on Travel and Off-Site Meetings

® Updated Inspection Check List Form
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